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Comodo TrustConnect - Overview

Comodo TrustConnect is a secure Internet proxy service that creates an SSL encrypted session when users are accessing the
Internet over public wireless connections. TrustConnect will encrypt all traffic destined for the Internet (including Web site
addresses, instant messaging conversations, personal information, plain text user-names, passwords and other important
information.) Data thieves and hackers cannot 'sniff' or intercept your data if you connect your laptop to TrustConnect while
using a coffee shop wireless connection. They can't even determine where your information is coming from because, as you are
connecting to the Internet through a SSL secured VPN connection to the TrustConnect servers, your requests appear to come
from our IP address.

Set Up and Connection
To start using TrustConnect you must first download and install the appropriate TrustConnect client software for your operating

system. Client software and configuration guides for supported operating systems are available for download in the
TrustConnect area of your account. Alternatively, use the following links:

Windows
How to set up TrustConnect on Windows

MAC OS X
How to set up TrustConnect on MAC OS

Linux / OpenVPN
How to set up TrustConnect on Linux

iPhone / iPod Touch / iPad
How to set up TrustConnect on iPhone, iPad, iPod Touch

Android Devices
How to set up TrustConnect on Android Devices

Windows Mobile Devices
How to set up TrustConnect on Windows Mobile Devices

FAQ
Comodo TrustConnect FAQ

1.How To Set Up TrustConnect On
Windows

TrustConnect is designed to eliminate many types of data hijacks by preventing criminals from attacking or scanning your
system from the local network that you are using to connect to the Internet. It also encrypts all of your traffic destined for the
Internet (including Web site addresses, instant messaging conversations, personal information, plain text usernames and
passwords and other important information).

How to install and set up the Comod trustConnect, you can see in the next section:
*  Download and Install the TrustConnect Windows Client
»  Establish a connection to TrustConnect
e TrustConnect System Configuration

Download and Install the TrustConnect Windows Client

To connect to the TrustConnect service you must first download and install the TrustConnect Windows client software:
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»  Firstly, log into your Comodo Account at https://accounts.comodo.com/ with the user name and password that you
created during the TrustConnect or CIS Pro enrollment process.

*  Click the TrustConnect' tab on the top navigation bar.

¢ Click 'Download TrustConnect for Windows':

C-:O-M-0-D-O

Creating Trust Online™

Hop Surf | My Account | Help | Contacts Logout

ILDgged in success

Comodo TrustConnect

Change Service Pagssword

Service Login Your_Lzer_Mame
Service Password Your_Passward First Time Users — Click Here
Date from 2009-01-05 20:11:12 (view in .pdf format)
Windows Instructions
Date to 010-01-05 20:11:12 (view in .pdf format}
Linux Instructions
(view in .pdf format)
Limit: Unlirnite Mac 05 X Instructions
(view in .pdf format)
Today ) )
|P_o{| Il_lstru{rtlons
Mo data found. (view in .pdf format)
TrustConnect F.A.Q.
This month {view in .pdf format})
-1 =yt Download TrustConnect for
10 Windows ™
El
g

Alternatively, the TrustConnect Windows client can be downloaded direct from the following URL:

https:/laccounts.comodo.com/download/trustconnect/ComodoTrustConnectClient.exe

After downloading the TrustConnect Windows setup file to your local hard drive, double click on ComodoTrustConnect.msi to
start the installation wizard.

Step1: Click 'Run’

Simply click 'Run' at the file download dialog to launch the installer.
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File Download - Security Warning @

Do you want to run or save this file?

@ Mame: ComodoTrustConnectClient.exe
Type: Application, 1.06ME

From: us4.download.comodo.com

Fun ][ Save ]l Cancel i

patentiall ham your computer.  you do not trust the source, do not

i e | While files fraom the Intemet can be useful, this file type can
v
= run ar save this software. What's the sk ?

Step 2: Welcome dialog

Simply click 'Next'.

% Comodo TmsE;anh IE'@&
Welcome to the Comodo TrustConnect Setup ". {
Wizard Y

0

The ingtaller will quide vou through the steps required tainstall Corrodo TrustConnect on your
cormputor.

WARMING: Thiz computer program iz protectad by coperight law and internat onal treaties.
Unauthonzed duplication or distibution of thiz program, or ary portion of it, may result in severe cral
cr criminal penalties, and will be piozecuted to the maxinum extent poszible under the [aw.

Cancel < Back Mest »

Step 3: End User License Agreement

The End-User License Agreement dialog box will be displayed.
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ﬁ Comodao TrustConnect

License Agreement

Pleaze take a maomrent to read the icense agreement now, [F you accept the terms below, click "l
Az’ lhen "Next'. Olhenwize chck "Cancel.

COMODO TRUSTCONMECT SUBSCRIBER AGREEMENT -

MPORTANT—PLEASE READ THESE TERMS CAREFULLY BEFORE
APPLYING FOR, ACCEFTING, OF. USING COMO20 TRUSTCONNECT.

N 3% USING, AFFLYING FOR, O ACCEFTIMNG THE COMOLDO
TRUSTCONNECT SERVICES OR BY CLICKING ON *| ACCEFT BELOW,
YOU (THE “SUBSCRIBERT) ACKNOWLEDGE THAT YOU HAW= READ

TI IS AGRCEMENT, TIHAT YOU UNDERSTAND 1T, AND T1HAT ¥OU
AGREE TO AND ACCEPT THE TERNS AS PESENTED HEREIN. IF YOU

20 NOT AGREE TO THE TERMS AMD COMDITIONS OF THIS i
0| Do Mot Agree @1 Agreg
[arel ] [ < Bark ] [ M et > ]

To continue with the installation, you must read and then accept the End User License Agreement (EULA). Click 'l accept' to
continue the installation. If you want to cancel the installation at this stage, click 'Cancel'.

Step 4: Select the additional options to install

h"}! Cormudo TruslCounmmecl

Additional options

Addiional caons

[[] Creale Desktop lzon

I

Cancel ] [ ¢ Back ] [ Mewt » ]
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Step 5: Select Installation Folder

The next screen allows you to select the folder in your hard drive for installing Comodo TrustConnect. The default path is
C:\Program Files\Comodo\TrustConnect.

‘ﬁl Camodo Tmst&onnect ==

Select Installation Folder

S

T he inztaller will install Comodo TrustConnect to the fallowing folder.

T oinstall in thiz Folder, chck "Mest". To install to a different folder, enter it below or click "Browse".

Folder:
C:5Program Files \ComodohT rustConnects ’ Erowse, . ]

[ Diisk Cost.. ]

To install the application in the default location, click 'Next'. If you want to install the application in a location other than the
default location, click 'Change' to choose a different location.

Step 6: Confirm Installation window

After completing the additional options to your satisfaction the setup wizard will ask for confirmation before commencing the
installation procedure.
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ﬁ Comodo Tmsﬁic:nnect

Confirm Installation

The inztaller iz reeady o install Comada TrostConnect on your computber,

Click "M st to start the installation.

[ Cancel | | <Back | | Mewt> ]

Step 7: Installation Progress

The installation progress will be indicated...

ﬁ' Cocmodo Tmsgﬁionnect

Installing Comodo TrustConnect

Comodo TrustConnect iz being inztalled.

Plzaze wait...

< Bacl: Ment =
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... and on completion, the finish dialogue will be displayed.

1 Comodo TrustConnect ==

Installation Complete

Comodo TrustConnect has been successfully installed.

Click "Cloge" o exit.

[¥] Register Comodo TrustConnec:t

Click 'Close'.
Step 8: License key window

Enter your serial number if you have one, otherwise click the link 'l Do Not Have a License Key' and go on site and buy one.
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@@ Comuodo TruslConmect . ﬁ

TrustConnect Configuration Wizard
Enter your licenze ey

=nter four License Key  {| do not have alicense ey

f

Mead = Cancel

[P

»  Enter your License Key and click 'Next'.

Your key will be validated and a registration confirmation dialog will be displayed.
Comodo TrustConnect' is now successfully installed in your system. Click Finish to exit the wizard and start using TrustConnect.

§™ Comodo TrustConnect - User Authentication

I sermarme: | usernameTrustConnect

KERXAHRKHN

Pazsword:

[v Remember

| o | | Cancel

Establish a connection to TrustConnect

Once installation is complete, TrustConnect can be launched in one of the following ways:
Via the Windows 'Start' menu.

Click 'Start > Programs > Comodo > Trust Connect > Trust Connect'
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By double clicking the "TrustConnect' Tray Icon:

-, a

By right clicking on the TrustConnect Tray icon and selecting 'Connect':

Connect

Disconnect

View Log

Event Viewer
Advanced cptions
Language k

About
Exat

By default, your TrustConnect client will automatically select the best TrustConnect access server from the servers distributed all
over the world depending on your location, distance between you and the servers and their load. You can change the server you
want to connect to, through Advanced Options explained below. Also TrustConnect is available in multiple languages. You can
change the interface language through the Language option, explained at the foot of the page.

After starting TrustConnect you should enter your TrustConnect Service Login and Service Password at the client login box.

Note: this is not the same password as your Comodo Account password. It is a unique, random password that was generated
during account creation to authenticate you to the TrustConnect servers. If required, you can change this password to
something more memorable by using the 'Change Service Password' button on the right.

Comodo TrustConnect User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 11
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C-O-M-0-D-O
Creating Trust Online™

TrustConnect

Logout

I Logged in succezzully

Comodo TrustConnect

Service Login Your_User_Msme Change Service Password

Service Password Yodr_Passward First Time Users — Click Here

Dt from 2009-01-05 20:11:12 UL EED L Des LI
Windows= Instructions

Date to 2010-01-05 20:11:12 (view in .pdf format)

Linux Instructions
(view in .pdf format)

Limit: lirnited - Mac 05 X Instructions
Today TrustConnect - Llser Authentication
£
Mo data found. I sernarme: IYu:uur_Ll zer_Mame
-
This month =T, Ixxxxxxxxxxxxxx
=] =t
ia [ Remember
Q
Ok I Cancel
=)

Click 'OK" to confirm and connect. After successful authentication of your user-name and password, the tray icon will turn green
to indicate that you are successfully connected to TrustConnect:

S >
Mot Attempting Successiully
Connected  to connect connected

TrustConnect System Configuration
Advanced Options

Comodo TrustConnect allows you to select the TrustConnect access server you want to connect to, through its advanced

options. You can set TrustConnect to automatically select the best server, set a default server or choose to select the server
manually every time.

To access the Advanced options panel, right click on the TrustConnect Tray icon and select 'Advanced Options'.

Comodo TrustConnect User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 12
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Connect

Disconnect

View Log

Event Viewer
Advanced options

Language r

About
Exit

The panel displays your current location with the IP address.

™ advanced options

Your lacation: US, Hougton. IF: B9.93.174.106

* futomatically select best server

" | want to connect ko server in:

S, dtanta [distance: 1123km. loading: 12%) ﬂ

" Let me choose each time | connect

You can configure the server selection from the options:

Automatically select the best server;
| want to connect to server in;
Let me choose each time | connect.

Select the option and click the 'Select' button for your settings to take effect.

Automatically select the best server

Instructs TrustConnect to select the best access server with optimal load and distance to connect to. Your TrustConnect client
will automatically find a server nearest to your location and with optimal connection load. This is the default option and is
recommended for all users.

| want to connect to server in

Allows you to choose a server and to set it as default, so that every time you start TrustConnect service, you will be connected to
the selected server irrespective of your location. The drop-down box displays a list of TrustConnect access servers located at
different places, all over the world. Each server is indicated with its location (country, state), distance from your current location
and the load of the server in percentage.
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7™ Advanced optlons

Your lacation: 15, Houston, 1P 63.93.174.106

(™ Autamatrally smleet Fast srower

{# | want ko connect ba rerver ki

A5, Alanta [diztanee: 1123km. bading: 12% ﬂ

'l U5, Atanta [distance: 1123km. laading 12%)
115, Hougton [diztance: Okm. loading: £%]

Select the server which you want to set as default and click the 'Select' button.

Note: Itis always recommended to choose a server nearest to your location for quicker access.

A connection to the selected server will be established every time you connect to TrustConnect . You can change this setting at
anytime you want, by accessing the Advanced Options in TrustConnect.

Let me choose each time | connect

Allows you to select a different server each time you are establishing a connection with TrustConnect. Every time you start
TrustConnect service, you will be prompted to select the server which you wish to connect. On establishing a connection to
TrustConnect, a 'Select access server' dialog will appear.

g™ Select access server

Your location: US . Houzton, [P 63.93.174.108

15, Atlanta [distance: 11 23km. loading: 12%] j
|5, Atlanta [distance: 1123km. loading: 12%]

115, Houston [distance: Okm. loading: 4%]

The drop-down box displays a list of TrustConnect access servers located at different places, all over the world. Each server is
indicated with its location (country, state), distance from your current location and the load of the server in percentage.

Select the server to which you want to connect and click the 'Select' button. A connection with the selected access server will be
established.

Note: It is always recommended to choose a server nearest to your location for quicker access.

Language Options
TrustConnect is available in multiple languages. You can change the interface language of the TrustConnect client at any time

by right clicking on the system tray icon. To change the interface language:
*  Right click on the system tray icon.

Comodo TrustConnect User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 14
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Connect

Disconnect

View Log

Event Viewer

Advanced options

i @ English - Language J
Palish About
g Russian Exit

»  Point the cursor to 'Language' and the select the language you want from the list of languages listed beside.

2.How To Set Up TrustConnect On Linux

The following options are available for Linux users:
¢ Download and Install the OpenVPN Client
*  Download and Install the RedHat Client

¢ Download and Install the Ubuntu Client

Download and Install the TrustConnect OpenVPN Client

To connect to the TrustConnect service you must first download and install the TrustConnect OpenVPN client software:
*  Download the TrustConnect OpenVPN client for Linux. Click here to download the client directly.

*  Using the RPM package

If you are using a Linux distribution which supports RPM packages (SuSE, Fedora, Redhat, etc.), it's best to install using this
mechanism. You can build your own binary RPM file:

rpmbuild -tb openvpn-[version].tar.gz

Once you have the RPM file, you can install it with:
rpm -ivh openvpn-[details].rpm
Installing OpenVPN from a binary RPM package has these dependencies: openssl, 1zo, pam. LZO library can be downloaded
here.
*  Without the RPM package

If you are using Debian, Gentoo, or a non RPM based Linux distribution, use your distribution specific packaging mechanism
such as "apt-get' on Debian or 'emerge' on Gentoo. It is also possible to install OpenVPN on Linux using the universal
Jconfigure method.

First expand the .tar.gz file:

tar -xfz openvpn-[version].tar.gz

Comodo TrustConnect User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 15
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Then cd to the top level directory and type:

Jconfigure
make

make install

For more details, visit the official OpenVPN 2.0 'How To' page.

Configuring TrustConnect OpenVPN Client

*  Download the correct client configuration file for your TrustConnect package:

TrustConnect subscribers download:
https:/laccounts.comodo.com/download/trustconnect/client.conf
¢ Download the TrustConnect CA certificate.

Copy root CA certificate and configuration file into OpenVPN configuration directory, for example into /etc/openvpn/.

»  Start TrustConnect OpenVPN client program:

openvpn--openvpn config /etc/openvpn/client.conf

*  Enter your TrustConnect login and password.

Download and Install the TrustConnect RedHat Client
To install TrustConnect client for RedHat (Fedora, RHEL) system:

*  Download RPM package here: https:/laccounts.comodo.com/download/trustconnect/tcclient-1.0-1.noarch.rpm

»  Start console, login as root and execute command:
# rpm -Uhv PATH/TO/RPM(/tcclient-1.0-1.noarch.rpm

Client was tested on the RedHat Fedora 8, 9, 10.

Download and Install the TrustConnect Ubuntu Client

To install TrustConnect client for Ubuntu system:
*  Download DEB package here: https:/laccounts.comodo.com/download/trustconnect/tcclient_1.0-1_all.deb

»  Start console, login as root and execute command:

# dpkg -i PATH/TO/DEBI/tcclient_1.0-1_all.deb

Client was tested on the Ubuntu 8.0, 8.1.

Usage: Run trustconnect client: "Aplications Menu" -> "Internet" -> "TrustConnect Client".

Comodo TrustConnect User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 16
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3.How To Set Up TrustConnect On MAC
ON

*  Download the TrustConnect OpenVPN client for Mac OS X 10.4 (or above) from the Tunnelblick project site -
http:/lcode.google.com/p/tunnelblick. The client can be download from the 'Featured downloads' section on the
right hand side of the homepage.

Alternatively, it can be downloaded directly by clicking the following link:
http:/itunnelblick.googlecode.com/files/Tunnelblick_3.0b26.dmg.

* Install the client. Double click the .dmg file you downloaded in the step above to start the installation process. Once
setup is complete, a Tunnelblick' icon should appear on your desktop. More details about the Tunnelblick application
and its usage is available at the project website located at http://code.google.com/p/tunnelblick

*  Download the correct client configuration file for your TrustConnect package:

*  TrustConnect subscribers download:
https:/laccounts.comodo.com/download/trustconnect/client.conf

*  Rename the file you just downloaded from either 'client.conf' to ‘openvpn.conf'.
Download the TrustConnect CA certificate.

»  Copy the renamed configuration file and the root CA certificate into the following directory: ~/Library/Application
Support/Tunnelblick/Configurations .

e Start Tunnelblick.app and choose Connect ‘openvpn'.

»  Enter your TrustConnect login and password.

4.How To Set Up TrustConnect On
IPhone, IPad, iPod Touch

e Open VPN account information page. Go to Setting > General > Network > VPN > Settings.
*  Select PPTP and enter TrustConnect VPN account information:

* Inthe 'Server field, please use one of the following addresses:
us1.vpn.comodo.com
us2.vpn.comodo.com
uk1.vpn.comodo.com

uk2.vpn.comodo.com

*  Enter your TrustConnect account and password.

Comodo TrustConnect User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 17
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| L2TP PPTP

Server usi.vpn.comodo.com

Account user
RSA SecurlD |' OFF

Password -+

Encryption Level Auto >
Send all traffic m|
Proxy

»  Click the 'Save' button and go back to VPN main page (Setting > General > Network > VPN).
«  Start Trust Connect VPN connection. Switch VPN to ON.
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Status Connecting... » | —= | Status Connected: 0:24 >
Cancel VPN Connection Settings >
Settings >

5.How To Set Up TrustConnect On
Android Devices

1. Tap 'Menu' in the home screen of your Android device.

Comodo TrustConnect User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 19
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0 @& €

Camera Internet Music
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Play Shop FMradio Gmail  Settings

2. Tap 'Settings' in the menu screen.
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The settings interface will be displayed. The settings menu screen might look different depending on the Android device you are

using. However, the 'Wireless and networks' screen should be fairly common for most of the Android devices.

= g =i all T 1057
Settings
Wireless and networks

Call settings

) Sound

A+ Display

Location and security

as Applications

3. Tap 'Wireless and networks' in the Settings interface.

The 'Wireless and network settings' screen will be displayed.

Comodo TrustConnect User Guide | © 2014 Comodo Security Solutions Inc. | Al rights reserved
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Tethering and portable hotsp

F ir phone's mobile data

e Virtual Private

Mobile networks
Set options for roamin

4, Tap "VPN settings' in the screen.
The VPN settings screen will be displayed.

ull ¥ 1058
VPN settings

Add VPN

VPNs

5. Tap 'Add VPN'in the screen.
The 'Add VPN' screen will be displayed.
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tall (I 1059

Add PPTP VPN

Point-to-Point Tunneling Protocol
Add L2TP VPN

Layer 2 Tunneling Protocol

Add LZTP/IPSec PSKVPN
Pre-shared key based LZTP/IPSec VPN

Add L2TP/IPSec CRT VPN
Certificate based L2TP/IPSec VPN

6. Tap 'Add PPTP VPN' the screen.
The 'Add PPTP VPN' screen will be displayed.

e i % ik vl 3 11:00

Add PPTP VPN

VPN name

YPM name not set

Set VPN server

VPN server not set

Enable Encryption

PPTP encryption is enabled

DNS search domains
DMS search domains not set

7. Tap 'VPN name' and enter a name for the VPN and tap 'OK'.
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> VPN name

8. Tap 'Set VPN server' in the screen...

e i = i nll 3 11:01
Add PPTP VPN

VPN name

Set VPN server

VPN server not set

Enable Encryption
PPTP encryption is enabled

DNS search domains

DMS search domains not set

...and enter one of the following addresses in the server field and tap 'OK'.

e us?.vpn.comodo.com
e Uus2.vpn.comodo.com
e uk1.vpn.comodo.com

e uk2.vpn.comodo.com
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> SetVPN server

us1.vpn.comodo.com

9. Press options key and tap Save.

o 2 all 3 1102
Add PPTP VPN

VPN name

Set VPN server

Enable Encryption
PPTP encryption is enabled

DNS search domains
DS --.||-||-|--|||.|||| not 5¢

Save Cancel

The VPN will be added and displayed in the VPN settings screen.
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+

VPN settings

Add VPN

VPNs

Comodo

Lonnect 1o nety "'I‘

*  To connect, tap on the VPN name.

Fall M 1105

» Connectto Comodo

Password:

IEEIGEA tcuser

Remember user name

Connect Cancel

»  Enter your TrustConnect username and password.

TIP: Select the 'Remember user name' checkbox and you need not enter the login credentials from next time onwards.

You need to enter TrustConnect service password here (Not the CAM password). To know your service password, login to your
CAM Account at https://accounts.comodo.com/account/login and click TrustConnect in the menu bar.
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| TrustConnect | My Account | Help | Confacts ! Logout

Comodo TrustConnect

Service Login tCUSET
Service Pazsword

License key
First Time User instructions

Date from 2012-03-10 15:32:48
Date to SD62-03-10 15:32:48 lf-.ﬁndulw.s !nstruchnr‘s
R . rstructons
Limit: 10 GE iz

Mac 03 X hstructions
Available: 10 GB himnl § pdf

Today Pod Instructons

No data found
TrusiConnect .4 Q
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The name, service password and license key details are blurred intentionally in the screenshot above and will be clearly visible
when you login to your CAM account.

The connection progress will be displayed...
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VPN settings

Add VPN
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Connectin

...and after authenticating the login credentials, your Android device will be connected.
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VPN settings

Add VPN
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Akey icon will be displayed in the notifications area once a successful connection is made.

6.How to Set Up TrustConnect On
Windows Mobile Devices

1. Tap 'Start' in the notifications bar.

& start B Vi ¢ @
music

getting started
phone

voicemail

11:17 %

text

e-mail
calendar
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LO
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5. In the 'Connections Settings' screen, tap the 'Add a new VPN server connection' link.

T —T

i @D

H Settings

Connections

My ISP
4dd & new modem conneckion

My Work Network
Add & new modem connection
Add & new YWPR server conneckion

Selb up my proxy server

Tasks: Advanced
E=E

6. In the 'Make New Connections' screen, enter the relevant details:
Name: Enter any name in the box.

Host name/IP: Enter any of the following addresses:
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« ust.vpn.comodo.com
¢ us2.vpn.comodo.com

«  uk1.vpn.comodo.com

«  uk2.vpn.comodo.com

m

;‘_-v Yll 4— [l

VPN type: Select 'PPTP',

Make Mew Connection

Host name/ IP: usl ¥pn, cumodo

PN type: () IPSeciLzTP

) PPTP

7. Tap 'Next'.

,.' Settings

Comodo

User name: touser

* If provided by ISP or network

administrator,
Back = Finish

=
ag
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8. Enter your TrustConnect user name and password.

You need to enter TrustConnect service password here (Not the CAM password). To know your service password, login to your
CAM Account at https://accounts.comodo.com/account/login and click TrustConnect in the menu bar.

COMODO

Creating Trust Online*

TrustConnect | My Account | Help | Contacts Logout

Comodo TrustConnect

; i T Change Service Password
5 b Change plan
Service Pagzsword
License key
First Time User instructions
Date from 2012-03-10 15:32:48 htmi J pdf

Windows Instructions

Date to 2062-03-10 15:32:48 Wil § et
| mame [T
) mtmil § plt
Limit: 10 GB
Mac 05 X nstructions
Available: 10 GB htmnl J patf
Tod Pod Instructons
himil § pdt
Mo data found.
TrustConnect F.4 Q
This month It J pdf

Download TrustConnect for

No data found. Windows™

This year
No data found

In order traffic charis to be displayed correcily, please instal Adobe Flash Player version 9 or

The name, service password and license key details are blurred intentionally in the screenshot above and will be clearly visible
when you login to your CAM account.

9. Tap 'Advanced" and retain the default settings in the 'TCP/IP' tab as shown below.
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Advanced

@ |Use server-assigned TP address|
O Use specific IP address

s » « |
|:| Use slip

Use software compression
Use IF header compression

TCPITP [ servers
E

[
aw

10. Tap the 'Servers' tab and retain the default settings (all the fields should be blank and 'Use server-assigned
addresses' selected) as shown below.

O — 0

B T4 @ @

Ag Settings

Advanced

@ |Use server-assigned addresses|
O Use specific server address

alk DMS: |:|
Alk WINS: |:|

{TCP,I'IP Servers
E

1. Tap 'OK" in the notifications area and tap 'Finish'.
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Comodo @

User name: touser

* If provided by ISP or network

adrministrator,

Back = Finish

-
m

12. Tap 'Edit my VPN servers' link.

Ay Settings T T @ &

Connections

My ISP
add & new modem connection

My Work Network

Add & new modem connection
Edit rivy WPM servers

Set up my proxy server
Manage existing connections

Tasks | Adwvanced
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My Work Network @

Tap and hald on an existing connection Far
mare options,

Marne Server

@Comudo Lis1.vpn, comoda,

Edit... New...

{General [Madem WPN !Proxy Settings

14.

My Work Network @

Tap and hiald on an existing connection Far
more opkions,

Server

Delete

Connect

Edit... New...

[GeneraIJ:rModem VPN j{Proxy Setkings
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Connecting to: Comodo

J Connecting to vpn-
| usl.vpn.comodo.com

G

., .

fGeneraIfModem YPN rProxv Settings
E

," Settings

s

7

r
[ Gereral [ Modem PN rProxv Settings
E=E

That's it. Now your Windows mobile device is connected to Comodo TrustConnect.
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Comodo TrustConnect - FAQ

Common Questions

Microsoft Windows Questions
Microsoft Windows Vista Questions
Ipod/ iPhone / iPad Client Questions

Common Questions

How do I set up TrustConnect and Log on to the TrustConnect Server?
My User Name and Password don't work - why not?
What Operating Systems does TrustConnect support?

What clients should | use to connect to the TrustConnect Server?

o kB L=

All our Internet (HTTP & HTTPS) connections are via a proxy server. How do | connect using TrustConnect in
this situation?

Why do | need a Secure Connection like Comodo TrustConnect?
What is a Sniffer?
Do | have to use a wireless connection to use Comodo TrustConnect?

| have a Wi-Fi at home with WEP turned on. Am | safe?

© ®©® N o

10. Is the TrustConnect license for only one computer, or can l install it on others in my home network?
11. What is the typical connection speed through TrustConnect?

12. How do | cancel my account?

13. What security measures does TrustConnect use?

14. Can TrustConnect work on a PC behind a NAT-enabled router?

Microsoft Windows Questions

1. What is the "TAP-Win32 Adapter" that appears in my "Network Connections"?
. I'm sure I've done everything correctly but | still cannot connect to the server.
3. lcan connect to the server, but cannot get access to any site. IPCONFIG /ALL shows IP 0.0.0.0 for the TAP
adapter. What's wrong?
4. Do | need my Firewall up while connecting to the WEB via TrustConnect?
5. What port numbers are used by TrustConnect?

Microsoft Windows Vista Questions
1. I cannot connect to the server. Log file contains the entry "All TAP-Win32 adapters on this system are

currently in use." But | cannot find any adapters in my "Network Connections". What is the problem?

2. All adapters are located in correct place, but | still cannot connect to the server.

Ipod/ iPhone / iPad Client Questions

1. The server did not respond when | try to connect.
2. What are the TrustConnect server addresses?

3. What port numbers are used by TrustConnect for iPod clients?
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Common Questions
1. How do | set up TrustConnect and Log on to the TrustConnect Server?

*  Firstly, log into your Comodo Account at https://accounts.comodo.com/ with the user name and password that you
created during the TrustConnect or CIS Pro enrollment process.

e Click the "TrustConnect' tab on the top navigation bar.

*  Download, install and configure the appropriate TrustConnect client software for your operating system. All necessary
software and instructions are available on the right hand side of the "TrustConnect' area of your account. Alternatively,
please use the following links:

Windows

How to set up TrustConnect on Windows

MAC OS X

How to set up TrustConnect on MAC OS

Linux / OpenVPN

How to set up TrustConnect on Linux

iPhone / iPod Touch / iPad

How to set up TrustConnect on iPhone, iPad, iPod Touch

2. My User Name and Password don't work - why not?

Make sure that you are entering the TrustConnect Service login details and NOT your Comodo Account Manager login details.
As a TrustConnect customer (or CIS Pro customer which includes TrustConnect service) you have two sets of login details:

*  Your Comodo Account Login Details. This user name and password enables you to log into your account at
https://laccounts.comodo.com/ to view and configure account details. You created this on the sign - up form when
you enrolled for TrustConnect or CIS Pro.

*  Your TrustConnect Service Login Details. This user-name and password is used to connect to the TrustConnect server
and should be entered at the client login box.

To view your TrustConnect Service Login details:

e Login at https://accounts.comodo.com/ with your Comodo Account Login Details
»  Click the TrustConnect' button on the top navigation

*  Your service login and password are listed. You can change this password at any time by clicking the 'Change
Service Password' button.

3. What operating systems does TrustConnect support?

TrustConnect is successfully tested on Windows 2000, Windows XP, Windows Vista, Linux and Mac Os X. It supports mobile
devices like iPod/iPhone as well.

Comodo TrustConnect User Guide | © 2014 Comodo Security Solutions Inc. | All rights reserved 37


https://accounts.comodo.com/
https://accounts.comodo.com/
https://accounts.comodo.com/

Creating Trust Online®

Comodo TrustConnect - User Guide— / comMoD0

.-’/’--

4. What clients should | use to connect to TrustConnect Server?

To start using TrustConnect you must first download and install the appropriate TrustConnect client software for your operating
system. Client software for supported operating systems is available for download in the TrustConnect area of your account.
Alternatively, use the following links:

Windows

How to set up TrustConnect on Windows
MAC 0S X

How to set up TrustConnect on MAC OS

Linux / OpenVPN

How to set up TrustConnect on Linux

iPhone / iPod Touch / iPad

How to set up TrustConnect on iPhone, iPad, iPod Touch

5. All our Internet (HTTP & HTTPS) connections are via a proxy server. How do | connect using TrustConnect
in this situation?

If you use the Windows client, you should:
*  Change the TrustConnect target (command) line:

e right click on TrustConnect' icon;

e select 'Properties' -> 'Shortcut’;

e add the following text - allow_proxy 1 into the 'Target' field, so it will look like written below:
"C:\Program Files\Comodo\TrustConnect\bin\TrustConnect.exe" --allow_proxy 1

Target: stConnecthbinh TrustConnect. exe’ -allaw_prawy 1

»  Start TrustConnect client
*  Set your proxy settings:
e right click on 'TrustConnect' tray icon and select 'Proxy Settings';
»  select'Manual Configuration' and enter your proxy settings, for example:
HTTP proxy, Address: 192.168.0.1, Port: 3128

e Connect to TrustConnect

If you use the Linux/Unix or MAC OS X client, you need only add the http-proxy directive to the client configuration file. For
example: http-proxy 192.168.0.1 312.

If you use iPhonel/iPod client: Set your proxy settings on the VPN settings: 'Setting’ -> ' General' -> 'Network' -> 'VPN' ->
'Settings' -> 'Proxy'

Set your proxy settings on the VPN settings: 'Setting' -> ' General' -> 'Network' -> 'VPN' -> 'Settings' -> 'Proxy’
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6. Why do | need a Secure Connection like Comodo TrustConnect?

If you are logging onto the Internet using Wi-Fi public hotspots, then all of your information is in a readable, plain text format that
cyber criminals can sniff. In addition, many hotels have sniffable wired networks. When you're traveling, all of your information
can be seen, including confidential company and personal information.

7. What is a Sniffer?

Typically, a computer will only receive traffic aimed at its TCP/IP address. Sniffer software allows a computer to record traffic
headed to (and from) every computer on the local network.

8. Do | have to use a wireless connection to use Comodo TrustConnect?

Not at all. Some networks, even if they are physically hard-wired and not wireless, do not have secure connections. You can use
Comodo TrustConnect even from a wired connection if you need to encrypt your session or hide your destination. If you'd like
another layer of protection, Comodo TrustConnect can provide it.

9.1 have a Wi-Fi at home with WEP turned on. Am | safe?

No. Cyber criminals can break WEP encryption with easy-to-acquire tools that are available on the Internet. Computers without
firewalls are even more vulnerable to attack. Comodo TrustConnect will help make your connection secure even on your home-
based Wi-Fi connection.

10. Is the TrustConnect License for only one computer, or can | install it on others in my home?

You may install TrustConnect client software on any amount of PCs you wish, but you are allowed to connect to TrustConnect
service with one of them at a time. For example, you may install TrustConnect on work PC and on your own laptop and connect
to TrustConnect from work computer or from laptop, but not simultaneously. The license agreement can be read here:
https:/laccounts.comodo.com/trustconnect/management/eula.

11. What is the typical connection speed through TrustConnect?

All TrustConnect connections are made over 128 bit SSL encrypted connections so typical speeds are between 1.5 - 3.0 Mbps.

12. How do I cancel my account?

If you would like to cancel your TrustConnect account at any time, please send your request to subscriptions@comodo.com.
Please remember to include your account user-name (login), email address and order number and a brief reason for
cancellation.

13. What security measures does TrustConnect use?

All connections to TrustConnect are over 128-bit SSL encryption. Additionally, a private VPN session key is re-created every
hour.

14. Can TrustConnect work on a pc behind a nat-enabled router?

Yes. If your computer is connected to the Internet through a NAT-enabled router, you shouldn't have any problems connecting to
the TrustConnect service.
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Microsoft Windows Questions
1. What is the "TAP-Win32 Adapter" that appears in my "Network Connections"?

The "TAP-Win32 Adapter" is virtual network card that is created by the TrustConnect client during installation. This adapter is
required in order to establish a secure tunnel to the TrustConnect Server.

2. I'm sure | have done everything correctly but | still cannot connect to the server.

Make sure that you have been correctly entering your Service Login/Password. If it is incorrect you should visit
https://accounts.comodo.com/trustconnect/management and check your Service Login.

3. I can connect to the server, but cannot get access to any site. IPCONFIG /ALL shows IP 0.0.0.0 for the TAP
adapter. What's wrong?

DHCP Client service MUST be enabled.

To enable this service, you need to take the following steps:
*  Right click on the Windows 'My Computer" icon.
e Select "Manage" from the context sensitive menu to open the Windows 'Computer Management' utility.
e Select 'Services and Applications' then 'Services'.

*  Double-click 'DHCP Client' from the list of services that are listed in the right hand pane. This will open the DHCP
Client Properties dialog.

e Make sure 'Start Up Type'is set to 'Automatic’.
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4. Do | need my Firewall up while connecting to the WEB via TrustConnect?

Yes. TrustConnect ensures secure wireless connectivity to the Internet but does not secure all your computers ports (it is not
designed for this purpose). You still need an effective firewall to protect your ports when surfing the 'net. Comodo recommends
users install Comodo Internet Security which contains an award winning packet filtering personal firewall and is completely free
for home and business users.

5. What port numbers are used by TrustConnect?

TrustConnect uses only 443 port.

Microsoft Windows Vista Questions

1. I cannot connect to the server. The log file contains the entry "All TAP-Win32 adapters on this system are
currently in use." - but | cannot find any adapters in my "Network Connections". What is the problem?

Always install and run TrustConnect under Administrator access rights.

2. All adapters are located in correct place, but | still cannot connect to the server.

You will need to check the box against 'Run this program as an administrator":
Right click on TrustConnect icon;

Select 'Properties' -> 'Compatibility'.

OR

run the application under the Windows Vista "Run As Admin" option.

Ipod/ iPhone / iPad Client Questions

1. The server did not respond then | try to connect.

Check your network settings and access to Internet.

2. What are the TrustConnect server addresses?

You may use the following addresses when configuring the IPod / IPhone client:
e us1.vpn.comodo.com
e us2.vpn.comodo.com
e uk1l.vpn.comodo.com

e uk2.vpn.comodo.com

3. What port numbers are used by TrustConnect for iPod / iPhone / iPad clients?

TrustConnect for iPod / iPhone / iPad clients uses 1723 port (PPTP service).
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc.

1255 Broad Street
Clifton, NJ 07013
United States

Tel: +1.877.712.1309
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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